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The purpose of the Vendor Security Assessment is to provide Denison University with detailed security information to assist in assessing and minimizing risk associated with the protection of personal or financial information.  Vendors who handle personal or financial information on behalf of Denison University will be required to complete this survey each time their contract is renewed or modified.  

	Vendor Contact Information

	Vendor company name: 

	Length of contract:

	Name and title of person completing survey:

	Email:

	Phone:

	Address:

	Functional area that vendor is providing services for, (i.e.: Communications, ITS):

	Vendor’s primary Denison contact person name and email: 



Vendor Security Assessment
Please answer each question with a Y (Yes), N (no) or NA (Not Applicable).  Answers to questions may be provided in the Explanation column or may be supplied as a separate attachment.  Please direct any questions to the Information Security Officer, Kent King at 740-587-8558. Return your completed assessment to ITSecurity@denison.edu within 5 business days.

	Personal Data Handling
	Y/N/NA
	Explanation or Supporting Documentation

	1. Will your company have access to or process personal data on Denison University faculty or employees?
	
	

	2. Will your company have access to or process personal data on Denison University students or alumni?
	
	

	3. Will your company have access to or process credit card or financial data on behalf of Denison University?
	
	




	Security Policy and Compliance
	Y/N/NA
	Explanation or Supporting Documentation

	1. Does your company have published security policies in place? If yes, please provide your highest level policy.
	
	

	2. Does your company offer annual or continuing security awareness training and education to your employees? If yes, please describe how awareness is verified.	
	
	

	3. Does this training include information regarding proper use and protection of client personal and confidential data?
	
	

	4. Does your company have a process for employees to report policy violations? If yes, please describe the process.
	
	

	System Security
	Y/N/NA
	Explanation or Supporting Documentation

	1. Does your company participate in security alert and incident response services, e.g. CERT Coordination Center www.cert.org or Forum of Incident Response and Security Teams www.first.org? If yes, which services are used?
	
	

	2. Are your externally facing systems scanned with industry standard security vulnerability scanning software at regular intervals? If yes, please describe.	
	
	

	3. Are your internally facing systems scanned with industry standard security vulnerability scanning software at regular intervals? If yes, please describe.	 
	
	

	4. Does your company apply appropriate security patches in a timely manner? If yes, please explain your procedures and how patching is verified.	
	
	




	5. Are unused network services (e.g. finger, rlogin, ftp, simple TCP/IP services, etc.) disabled or removed? If yes, please explain how the removal of these services is verified.
	
	

	6. Are all system/vendor default account names and/or default passwords immediately changed? If yes, please explain how this change is verified. 
	
	

	7. Do your company’s policies limit system administrator/root access to operating systems only to individuals requiring high-level access in the performance of their jobs? If yes, please explain how this is verified and audited.	
	
	

	Physical Security	
	Y/N/NA
	Explanation or Supporting Documentation

	1. Does your company limit physical access to its facilities to authorized individuals?
	
	

	2. Are physical access technologies used? If yes, please describe any physical access technology in use, including creation of and responsibility for review of audit trails.	
	
	

	3. Are employees required to pass background checks prior to employment? If yes, please explain or attach the standard describing the background check requirements.	
	
	

	Network Security	
	Y/N/NA
	Explanation or Supporting Documentation

	1. Does your company separate Denison’s data from the Internet and the destination web servers with firewall technology? If yes, please describe what firewall technology is used. Please explain your firewall logging activity.
	
	

	2. Does your company provide redundancy and load-balancing services for firewalls and other security-critical elements? If yes, please describe the technology services used.	
	
	




	3. How does your support staff access systems remotely? Please describe remote access authentication and authorization tools.	     
	
	

	Information Handling and Classification	
	Y/N/NA
	Explanation or Supporting Documentation

	1. Does your company co-locate multiple customer applications on physical servers? If yes, please describe how applications are protected from one another.	
	
	

	2. Does your company utilize standard markings for company information classified as Proprietary or Restricted Proprietary?
	
	

	3. Does your company have a documented process for limiting access to company Proprietary or Restricted-Proprietary information only to authorized persons or systems? If yes, please provide this document or documents.
	
	

	Privacy & Data Protection
	Y/N/NA
	Explanation or Supporting Documentation

	1. Is access to Denison information containing personally identifiable information restricted to authorized individuals?  If yes, explain how this is verified.
	
	

	2. Does your company have an online privacy policy? If yes, please provide the document.
	
	

	3. Does your company have an internal privacy policy? If yes, please provide the document.
	
	

	4. Within the past two years, have there been any incidents that resulted in a breach of client data? If yes, please describe the incidents and corrective actions.	 
	
	

	5. Within the past two years, has your company had its client data practices audited by an internal or external auditor?  
	
	

	6. Please identify any regulatory agencies your company must report to. (i.e. SEC, FASD, FTC, FDIC)
	
	




	Identification and Authentication
	Y/N/NA
	Explanation or Supporting Documentation

	1. Does your company assign unique user IDs to individual users? Please provide an example.
	
	

	2. Please describe the method used for secure conveyance of passwords and other authentication mechanisms.		
	
	

	3. Does your company display a warning or “no-trespassing” banner on login screens and web sites?	
	
	

	Software and Data Integrity
	Y/N/NA
	Explanation or Supporting Documentation

	1. Does your company scan for viruses utilizing industry standard scanning programs?  If yes, please describe the technology used.	
	
	

	2. Does your company separate non-production work from production systems?
	
	

	3. Please describe how desktop users access your production environments.  Are user support desktop computers able to directly access production applications? 	
	
	

	4. Is company data and information protected from unauthorized access, additions, changes and deletions? If yes, please explain.
	
	

	5. Does your company perform code walkthroughs or code inspections to verify security requirements? If yes, please explain your process/methodology.
	
	

	Monitoring and Auditing Controls
	Y/N/NA
	Explanation or Supporting Documentation

	1. Are all security-relevant events recorded in a system activity log that is protected from unauthorized access? If yes, please explain how these events are protected.	
	
	

	2. Are systems and security logs archived? If yes, please explain your archival process.
	
	




	3. Are system security logs reviewed periodically? If yes, explain how they are reviewed, how often, and by whom.
	
	

	4. Is Intrusion Detection and/or Prevention technology deployed throughout your company’s network? If yes, is this internally or externally managed? Please describe the technology that is used.	
	
	

	5. Has your company had an outside security service vendor perform a Vulnerability Assessment or Network Penetration Test for you within the past year?  If yes, describe the mitigation processes performed as a result of the tests.	
	
	

	6. Does your company have an established Incident Response Team (IRT)? If not, please provide details on how security incidents are handled.
	
	

	Certification
	
	

	By placing my name on this document I certify that this form has been answered truthfully and to the best of my knowledge.
	
	

	Name and Title:

	
	Business Email:

	Phone: 
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