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This documentation is designed to give you the information to assist with the securing your Android 

smartphone.   

Below are some best practices to secure your Android before using a lock and locate app: 

1. Lock your phone 

2. Set a strong password that includes at least a number and a non-alphanumeric character 

(example ~), a pin or a pattern 

3. Set lock for less than 30 mins 

4. Use an app to lock, wipe and locate your phone in case of loss or theft 

To set the password and timeout options (see below for instructions) 

1. Tap the Menu button, select Settings and then Location & security 
2. Select Pattern, Pin, or Password 
3. Follow the screen instructions 

(Please note that different Android smartphones may not follow the procedure above word for word.) 

Remember: Lock your Android when you are not using it. 

Lookout Mobile Security - https://www.mylookout.com/download 

Step 1 – Go to the website above or to your Android Market and search using the keyword “lookout” 

then download the app.  You can also scan the QR barcode from your phone. 

 

 

 

 

Step 2 – Configure your Anti-Virus i.e. frequency (daily, weekly, or month) 

Click your menu button and select “Settings” 

http://denison.edu/its/training/documentation.html
https://www.mylookout.com/download
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Step 3 – Backup Setup - Select the items you want to backup and schedule for backing up

 

 

Step 4 – Missing Device 

http://denison.edu/its/training/documentation.html
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You’re finished with the setup. 

Sign up for free via the Lookout app (you will see the free sign up option at the bottom of the app). After 

signing up go to https://www.mylookout.com/user/login  login, and follow the final instructions. 

Take a look at all the options available below. 

 

 

http://denison.edu/its/training/documentation.html
https://www.mylookout.com/user/login
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1. Security – Scan your Android for  using the security feature.  You will have to do the scan 

through the Lookout app on your Android. 

2. Backup – Backup your Android just in case information is lost. 

3. Missing Device – You can type a message and it will be sent to your phone. You can make your 

Android scream loudly so you can find it.  In case of theft of loss of your Blackberry you can wipe 

the device clean of all information.   

Security/Anti-virus/Malware options: 

Lookout - https://www.mylookout.com/download 

Smrtguard - http://smrtguard.com/downloadfree/ 

 

http://denison.edu/its/training/documentation.html
https://www.mylookout.com/download
http://smrtguard.com/downloadfree/

